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Chapter 1
1
 

 

Paragraph 1.01 

 

More and more countries outside of Europe are adopting data protection laws which show the 

influence of the European model. A good example is the Dubai International Financial Centre 

(DIFC), which in 2007 adopted a Data Protection Law closely modeled after the General 

Directive.
2
 The Spanish Data Protection Authority has also established an ‘Iberoamerican 

Data Protection Network’, which helps promote the European approach to data protection in 

Latin and South America. References to European data protection law have also found their 

way into regulations adopted by the US federal government.
3
 

 

Paragraph 1.07 

 

On January 1 2007, Bulgaria and Romania acceded to the European Union. Thus, the EU is 

currently made up of 27 Member States. At the time of writing, Croatia was expected to join 

on 1 July 2013. 

 

Paragraph 1.08 

 

The European Commission is currently divided into 25 policy Directorates General. The DG 

with the main responsibility for data protection is DG Justice. Other DGs may also play a role 

in data protection policymaking; for example, DG Information Society and Media has 

responsibility for the e-Privacy Directive, and DG Home Affairs has responsibility for the 

Data Retention Directive. 

 

Despite the formal independence of the European Commission,
4
 in reality decisions taken by 

the Commission on data protection topics can be subject to political influence. For example, 

the disbanding of the Commission’s data protection expert group (GEX-PD) following 

pressure from the French Data Protection Authority (CNIL) and the French Senate. The 

                                                 
1
 The author is grateful for the valuable research assistance of Anna Pateraki. 

2
 DIFC Data Protection Law 2007. 

3
 See, e.g., IRS Final, Temporary Rules (T.D. 9409) Providing for U.S. Preparer’s 

Release of Social Security Number to Non-U.S. Preparer, With Safeguard, Taxpayer 

Consent, which allows a tax return preparer located in the US to obtain consent to disclose 

the taxpayer’s social security number to a tax return preparer located outside of the U.S. if the 

tax return preparer discloses the social security number through the use of an ‘adequate data 

protection safeguard’, which is defined to include ‘a foreign data protection safeguard that 

includes a security component, for example, the European Commission’s Directive on Data 

Protection’. 

4
 See Consolidated Version of the Treaty on European Union [2010] OJ C83/13, 

Article 17(3): ‘In carrying out its responsibilities, the Commission shall be completely 

independent…[T]he Members of the Commission shall neither seek nor take instructions 

from any Government or other institution, body, office or entity’. 
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expert group had been set up in 2008 following a call for expressions of interest according to 

normal Commission procedures. In February 2009 the Commission abruptly disbanded the 

group after a single meeting, following complaints by the CNIL that the group represented 

‘US interests’ and that its meetings were held in English.
5
 The French Senate, led by CNIL 

President Alex Türk (also a French Senator), had passed a resolution complaining about the 

group,
6
 and later commended the Commission for disbanding it.

7
 

 

Paragraph 1.13 

 

As of the date this text was finalized, the European Parliament had 736 members. Under the 

Lisbon Treaty, the Parliament has gained increased influence and powers to approve 

legislation with data protection implications. In particular, the fact that most enactments of 

EU data protection legislation are now subject to what is called the ‘ordinary legislative 

procedure’,
8
 which requires approval of the European Parliament, greatly increases the 

Parliament’s powers and gives it a voice in law enforcement measures that would have been 

decided solely by the Council before enactment of the Lisbon Treaty. 

 

Paragraph 1.14 

 

The Court’s jurisdiction has been expanded by the Lisbon Treaty: it now extends to all 

matters of EU law, unless the Treaty on European Union or the Treaty on the Functioning of 

the European Union state otherwise.
9
 

 

Paragraph 1.15 

 

As of the date this text was finalized, the European Court of Justice had decided the 

following cases involving application or interpretation of the two EU data protection 

directives and the Data Retention Directive (in chronological order), as well as one case 

interpreting EC Regulation 45/2001: 

 Joined Cases C-465/00, C-138/01 and C-139/01 Rechnungshof [2003] ECR I-4989
10

 

                                                 
5
 J Crosbie, ‘Commission dismantles data watchdog group’, European Voice, 12 

February 2009, 3. 

6
 Proposition de résolution européenne présentée au nom de la Commission des 

Affaires Européennes, sur la nomination, par la Commission européenne, d'un groupe 

d'experts sur la protection des données, 6 February 2009, available at 

<http://www.senat.fr/leg/ppr08-203.html>. 

7
 Groupe d'experts sur la protection des données en Europe: La commission des lois 

du Sénat souhaite son remplacement par une instance composée de manière équilibrée et 

pluraliste, 18 February 2009, available at <http://www.senat.fr/presse/cp20090218b.html>. 

8
 Consolidated version of the Treaty on the Functioning of the European Union [2010] 

OJ C83/47, Article 16(2). 

9
 See Paul Craig, The Lisbon Treaty (Oxford University Press 2010) 339. 

10
 This case is also sometimes referred to as ‘Österreichischer Rundfunk’. 
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The facts: Legislation in Austria obliged public bodies subject to control by the Austrian 

Court of Audit to communicate to it the salaries and pensions exceeding a certain level 

paid by them to their employees and pensioners together with the names of the recipients, 

for the purpose of drawing up an annual report to be transmitted to the lower and upper 

chambers of the Federal Parliament and the provincial assemblies and made available to 

the general public. 

Summary of the main findings: Articles 6(1)(c) and 7(c) and (e) of the General Directive 

do not preclude national legislation such as that at issue, provided that it is shown that the 

wide disclosure not merely of the amounts of the annual income above a certain threshold 

of persons employed by the bodies subject to control by the Court of Audit but also of the 

names of the recipients of that income is necessary for and appropriate to the objective of 

proper management of public funds pursued by the legislature, that being for the national 

courts to ascertain. In addition, Articles 6(1)(c) and 7(c) and (e) of the Directive are 

directly applicable, in that they may be relied on by an individual before the national 

courts to oust the application of rules of national law which are contrary to those 

provisions.  

 Case C-101/01 Bodil Lindqvist [2003] ECR I-12971 

The facts: Criminal proceedings were brought against Mrs Lindqvist, who was charged 

with breach of the Swedish legislation on data protection for publishing, on her Internet 

site, personal data of a number of people working with her on a voluntary basis in a parish 

of the Swedish Protestant Church.  

Summary of the main findings: The act of referring, on an internet page, to various 

persons and identifying them by name or by other means, for instance by giving their 

telephone number or information regarding their working conditions and hobbies, 

constitutes ‘the processing of personal data wholly or partly by automatic means’ within 

the meaning of Article 3(1) of the General Directive. Such processing of personal data is 

not covered by any of the exceptions in Article 3(2) of the Directive. Reference to the fact 

that an individual has injured her foot and is on half-time on medical grounds constitutes 

personal data concerning health within the meaning of Article 8(1) of the Directive. There 

is no ‘transfer [of data] to a third country’ within the meaning of Article 25 of the 

Directive where an individual in a Member State loads personal data onto an internet page 

which is stored on an internet site on which the page can be consulted and which is hosted 

by a natural or legal person who is established in that State or in another Member State, 

thereby making those data accessible to anyone who connects to the internet, including 

people in a third country. The provisions of the Directive do not, in themselves, bring 

about a restriction which conflicts with the general principles of freedom of expression or 

other freedoms and rights which are applicable within the European Union; it is for the 

national authorities and courts responsible for applying the national legislation 

implementing the General Directive to ensure a fair balance between the rights and 

interests in question, including the fundamental rights protected by the Community legal 

order. Measures taken by the Member States to ensure the protection of personal data 

must be consistent both with the provisions of the Directive and with its objective of 

maintaining a balance between freedom of movement of personal data and the protection 

of private life. However, nothing prevents a Member State from extending the scope of 

the national legislation implementing the provisions of the Directive to areas not included 

in the scope thereof provided that no other provision of Community law precludes it.  

 Joined Cases C-317/04 and C-318/04 Parliament v Council (C-317/4) and Commission 

(C-318/04) [2006] ECR I-4721 
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The facts: The European Parliament sought the annulment of Council Decision 

2004/496/EC of 17 May 2004 on the conclusion of an Agreement between the European 

Community and the United States on the processing and transfer of PNR data by air 

Carriers to the US Department of Homeland Security and Commission Decision 

2004/535/EC of 14 May 2004 on the adequate protection of personal data contained in the 

PNR data of air passengers transferred to the US Bureau of Customs and Border 

Protection.  

Summary of the main findings: The Court annulled Council Decision 2004/496/EC on the 

grounds that the Agreement was not appropriately adopted on the legal basis of Article 95 

EC (now Article 114 TFEU). Article 95 EC gives the European Council the authority to 

adopt legislative measures in relation to the internal market and read in conjunction with 

Article 25 of the General Directive (transfers to third countries with adequate level of 

protection) cannot justify Community competence to conclude the Agreement. The 

Agreement relates to data processing operations which, since they concern public security 

and the activities of the State in areas of criminal law, are excluded from the scope of the 

General Directive as foreseen in its Article 3(2). The Court also annulled the 

Commission’s adequacy Decision 2004/535/EC for the transfer of PNR data to US 

custom authorities based on Article 3(2) of the General Directive. The fact that the 

personal data are collected by private operators for commercial purposes and it is they 

who arrange for their transfer to a third country does not alter the conclusion that the 

transfer relates to public security and therefore does not fall within the scope of the 

General Directive, since the transfer is not necessary for the supply of services by those 

operators.   

 Case C-275/06 Promusicae [2008] ECR I-271 

The facts: Productores de Música de España (‘Promusicae’), a non-profit-making 

organisation, brought suit against Telefónica de España SAU (‘Telefónica’), concerning 

Telefónica’s refusal to disclose to Promusicae, acting on behalf of its members who are 

holders of intellectual property rights, personal data relating to use of the Internet by 

means of connections provided by Telefónica. 

Summary of the main findings: The EU Member States are not obliged under Community 

law to require disclosure of personal data in the context of civil proceedings for the 

purpose of copyright protection, but they may require such disclosure. In transposing the 

various directives on intellectual property, e-commerce and data protection, Member 

States must strike a fair balance between the fundamental rights that they protect, and 

must respect general principles of Community law, such as the principle of 

proportionality. 

 Case C-73/07 Satakunnan, Markkinapörssi and Satamedia [2008] ECR I-09831 

The facts: The Finnish data protection authorities brought suit to prohibit the company 

(Satamedia) from publishing, via a text messaging service, data relating to the income of 

1.2 million persons obtained by another company from the Finnish tax authorities. 

Summary of the main findings: Article 3(1) of the General Directive is to be interpreted 

as meaning that the processing of personal data within the meaning of that provision must 

include an activity in which data on the earned and unearned income and the assets of 

natural persons are collected from documents in the public domain held by the tax 

authorities and processed for publication; published alphabetically in printed form by 

income bracket and municipality in the form of comprehensive lists; transferred onward 

on CD-ROM to be used for commercial purposes; and processed for the purposes of a 

text-messaging service whereby mobile telephone users can, by sending a text message 

containing details of an individual’s name and municipality of residence to a given 
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number, receive in reply information concerning the earned and unearned income and 

assets of that person. Article 9 of the General Directive is to be interpreted as meaning 

that the activities referred to, relating to data from documents which are in the public 

domain under national legislation, must be considered as activities involving the 

processing of personal data carried out ‘solely for journalistic purposes’, within the 

meaning of that provision, if the sole object of those activities is the disclosure to the 

public of information, opinions or ideas; whether that is the case is a matter for the 

national court to determine. Activities involving the processing of personal data such as 

those referred to and relating to personal data files which contain solely, and in unaltered 

form, material that has already been published in the media, fall within the scope of 

application of the General Directive. 

 Case C-524/06 Heinz Huber v Bundesrepublik Deutschland [2008] ECR I-9705 

The facts: Mr. Huber, an Austrian national who is resident in Germany, sued the German 

government for the deletion of the data relating to him in the German Central Register of 

Foreign Nationals. 

Summary of the main findings: A system for processing personal data relating to EU 

citizens who are not nationals of the Member State concerned, such as that put in place by 

the German Law on the central register of foreign nationals, does not satisfy the 

requirement of necessity laid down by Article 7(e) of the General Directive, interpreted in 

light of the prohibition on any discrimination on grounds of nationality, unless it contains 

only the data which are necessary for the application by those authorities of that 

legislation, and its centralised nature enables the legislation relating to the right of 

residence to be more effectively applied as regards Union citizens who are not nationals 

of that Member State. It is for the national court to ascertain whether those conditions are 

satisfied in the main proceedings. The storage and processing of personal data containing 

individualised personal information in a register such as the Central Register of Foreign 

Nationals for statistical purposes cannot, on any basis, be considered to be necessary 

within the meaning of Article 7(e) of the General Directive. Article 12(1) EC must be 

interpreted as meaning that it precludes the putting in place by a Member State, for the 

purpose of fighting crime, of a system for processing personal data specific to Union 

citizens who are not nationals of that Member State. 

 Case C-301/06 Ireland v Parliament and Council [2009] ECR I-00593 

The facts: Ireland requested the Court to annul the Data Protection Directive 2006/24/EC, 

on the grounds that it was not adopted on an appropriate legal basis. 

Summary of the main finding: The Court dismissed Ireland’s petition. 

 Case C-553/07 Rijkeboer [2009] ECR I-03889 

The facts: Mr. Rijkeboer sued the Board of Aldermen of Rotterdam regarding its partial 

refusal to grant him access to information on the disclosure of his personal data to third 

parties. 

Summary of the main findings: Article 12(a) of the General Directive requires Member 

States to ensure a right of access to information on the recipients or categories of recipient 

of personal data and on the content of the data disclosed not only in respect of the present 

but also in respect of the past. It is for Member States to fix a time-limit for storage of that 

information and to provide for access to that information which constitutes a fair balance 

between, on the one hand, the interest of the data subject in protecting his privacy, in 

particular by way of his rights to object and to bring legal proceedings and, on the other, 

the burden which the obligation to store that information represents for the controller. 

Rules limiting the storage of information on the recipients or categories of recipient of 
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personal data and on the content of the data disclosed to a period of one year and 

correspondingly limiting access to that information, while basic data is stored for a much 

longer period, do not constitute a fair balance of the interest and obligation at issue, 

unless it can be shown that longer storage of that information would constitute an 

excessive burden on the controller. It is, however, for national courts to make the 

necessary determinations. 

 Case C-518/07 Commission v Germany [2010] ECR I-01885  

The facts: The European Commission requested the Court to declare that, by making the 

data protection authorities responsible for monitoring the processing of personal data 

outside the public sector in the different German federal states (Länder) subject to State 

oversight, and by thus incorrectly transposing the requirement of ‘complete 

independence’ of the supervisory authorities responsible for ensuring the protection of 

that data, Germany had failed to fulfill its obligations under the second subparagraph of 

Article 28(1) of the General Directive. 

Summary of the main findings: By making the authorities responsible for monitoring the 

processing of personal data by non-public bodies and undertakings governed by public 

law which compete on the market (öffentlich-rechtliche Wettbewerbsunternehmen) in the 

different German federal states subject to State scrutiny, Germany had incorrectly 

transposed the requirement that those authorities perform their functions ‘with complete 

independence’, and had thus failed to fulfill its obligations under the second subparagraph 

of Article 28(1) of the General Directive. 

 Joined Cases C-92/09 and C-93/09 Volker und Markus Schecke [2010] ECR I-0000  

The facts: The Scheckes objected to publication on the Internet by the German Federal 

Office for Agriculture and Food of personal data relating to them as recipients of aid from 

certain Community agricultural funds. 

Summary of the main findings: Articles 42(8b) and 44a of Council Regulation (EC) 

No 1290/2005 of 21 June 2005 on the financing of the common agricultural policy (as 

amended) are invalid in so far as, with regard to natural persons who are beneficiaries of 

aid from certain Community agricultural funds, those provisions impose an obligation to 

publish personal data relating to each beneficiary without drawing a distinction based on 

relevant criteria such as the periods during which those persons have received such aid, 

the frequency of such aid or the nature and amount thereof. The invalidity of these 

provisions of EU law does not allow any action to be brought to challenge the effects of 

the publication of the lists of beneficiaries of such aid carried out in the past by national 

authorities. The second indent of Article 18(2) of the General Directive must be 

interpreted as not placing a personal data protection official under an obligation to keep 

the register provided for by that provision before an operation for the processing of 

personal data is carried out. Article 20 of the General Directive must be interpreted as not 

imposing an obligation on Member States to make the publication of information 

resulting from the above-mentioned Regulation No 1290/2005 subject to the prior checks 

for which Article 20 provides.  

 Case C-28/08 P, Bavarian Lager [2010] ECR I-06055  

The facts: Bavarian Lager complained to the European Ombudsman to obtain the names 

of persons who attended a meeting with the European Commission, which request was 

refused by the Commission. In Case T-194/04 Bavarian Lager v Commission [2007] ECR 

II-4523, the EU Court of First Instance annulled the Commission’s decision, against 

which the Commission appealed. 
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Summary of the main findings: The Court of Justice clarified certain key concepts in the 

Data Protection Regulation (EC) No 45/2001 and interpreted the Access to Documents 

Regulation (EC) No 1049/2001 with regard to the right to privacy and data protection. 

The Court confirmed that surnames and forenames are personal data, and that the 

communication of such data falls within the definition of ‘processing’ for the purposes of 

the Data Protection Regulation. However the Court ruled that the requirements of the 

Data Protection Regulation apply in all circumstances where the right of access to a 

public document is exercised, whereas the Court of First Instance had found that the 

requirements of that Regulation were only applicable in those situations where the 

privacy or the integrity of the individual would be infringed, contrary to Article 8 of the 

European Convention of Human Rights. The Court thus set aside the judgment of the 

Court of First Instance, so that access to the documents was refused.  

 Case C-543/09 Deutsche Telekom [2011] ECR I-0000 

The facts: Deutsche Telekom challenged an order by the German federal telecoms 

regulatory agency (Bundesnetzagentur) to turn over to operators of Internet and telephone 

directory enquiry services data relating to Deutsche Telekom’s own subscribers and data 

in its possession relating to third party-telephone service providers. 

Summary of the main findings: Article 12 of the e-Privacy Directive must be interpreted 

as not precluding national legislation under which an undertaking publishing public 

directories must pass personal data in its possession relating to subscribers of other 

telephone service providers to a third-party undertaking whose activity consists in 

publishing a printed or electronic public directory or making such directories obtainable 

through directory enquiry services, and under which the passing on of those data is not 

conditional on renewed consent from the subscribers, provided, however, that those 

subscribers have been informed, before the first inclusion of their data in a public 

directory, of the purpose of that directory and of the fact that those data could be 

communicated to another telephone service provider and that it is guaranteed that those 

data will not, once passed on, be used for purposes other than those for which they were 

collected with a view to their first publication.  

 Joined Cases C‑468/10 and C‑469/10 ASNEF and FECEMD v Administración del 

Estado [2011] ECR I-0000 

The facts: The claimants challenged Spain’s national data protection law (Organic Law 

15/1999) which, in addition to the criteria set out in Article 7(f) of the General Directive,  

requires that personal data be included in public sources in order to justify legitimate 

interest for a data controller in the processing of the data. 

Summary of the main findings: Article 7(f) of the General Directive must be interpreted 

as precluding national rules which, in the absence of the data subject’s consent, and in 

order to allow such processing of that data subject’s personal data as is necessary to 

pursue a legitimate interest of the data controller or of the third party or parties to whom 

those data are disclosed, require not only that the fundamental rights and freedoms of the 

data subject be respected, but also that the data should appear in public sources, thereby 

excluding, in a categorical and generalised way, any processing of data not appearing in 

such sources. Further, Article 7(f) of the General Directive has direct effect. It is a 

provision that is sufficiently precise to be relied on by an individual and applied by the 

national courts. While the General Directive undoubtedly confers on the Member States a 

greater or lesser discretion in the implementation of some of its provisions, Article 7(f) 

states an unconditional obligation. 

 Case C‑70/10 Scarlet v SABAM [2011] ECR I-0000 (ECR number not yet available) 
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The facts: SABAM, a Belgian copyright association, filed an injunction against Scarlet, 

an Internet service provider, requiring Scarlet to install a system for filtering electronic 

communications which use file-sharing software (‘peer-to-peer’), with a view to 

preventing file sharing which infringes copyright. 

Summary of the main findings: The Directives on E-Commerce, Information Society, 

Copyright Enforcement, Data Protection and e-Privacy, read together and construed in the 

light of the requirements stemming from the protection of the applicable fundamental 

rights, must be interpreted as precluding an injunction made against an Internet service 

provider which requires it to install a system for filtering: (1) all electronic 

communications passing via its services, in particular those involving the use of peer-to-

peer software; (2) which applies indiscriminately to all its customers; (3) as a preventive 

measure; (4) exclusively at its expense; and (5) for an unlimited period, which is capable 

of identifying on that provider’s network the movement of electronic files containing a 

musical, cinematographic or audio-visual work in respect of which the applicant claims to 

hold intellectual-property rights, with a view to blocking the transfer of files the sharing 

of which infringes copyright.
11

 

 Case C-461/10 Perfect Communications Sweden AB (‘ePhone’) [2012] ECR I-0000 

The facts: Five publishing companies brought suit against the Swedish Internet service 

provider ePhone for not complying with a court order to disclose user data in cases of 

suspected copyright infringement. 

Summary of the main findings: The Data Retention Directive must be interpreted as not 

precluding the application of national legislation based on Article 8 of the Copyright 

Enforcement Directive which, in order to identify an internet subscriber or user, permits 

an Internet service provider in civil proceedings to be ordered to give a copyright holder 

or its representative information on the subscriber to whom the Internet service provider 

provided an IP address which was allegedly used in an infringement, since that legislation 

does not fall within the material scope of the Data Retention Directive. The e-Privacy 

Directive and the Copyright Enforcement Directive must be interpreted as not precluding 

national legislation which enables the national to weigh the conflicting interests involved, 

on the basis of the facts of each case and taking due account of the requirements of the 

principle of proportionality. 

Paragraph 1.16 

 

On 17 January, 2009, Mr. Peter Hustinx was re-elected to a second term as European Data 

Protection Supervisor, and Mr. Giovanni Buttarelli was elected as Assistant Supervisor. 

 

Paragraphs 1.21-1.22 

The Article 31 Committee is one of the so-called ‘comitology’ committees made up of 

Member State governments, which oversee acts taken by the European Commission to 

implement EU legislation. In 2011 a new Regulation took force to reform the functioning of 

such committees,
12

 but it can be said that their composition and functioning remain opaque. 

                                                 
11

 The Court reached a similar holding in the Case C-360/10 SABAM v Netlog [2012] 

ECR I-0000, which considered a similar injunction against a social network provider.    

12
 Regulation (EU) No. 182/2011 of the European Parliament and of the Council of 16 

February 2011 laying down the rules and general principles concerning mechanisms for 
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With the accession to the EU of Bulgaria and Romania, voting in the Article 31 Committee 

has changed. Voting in the Committee is conducted on a weighted basis following the rules 

of ‘qualified majority voting’ (QMV), which has become the rule for voting in the Council 

under the Lisbon Treaty.
13

 Voting is weighted as follows (the Member States are listed in 

alphabetical order based on their name in their national language):
14

  

Belgium  12 

Bulgaria  10 

Czech Republic  12 

Denmark  7 

Germany  29 

Estonia  4 

Ireland  7 

Greece  12 

Spain  27 

France  29 

Italy  29 

Cyprus  4 

Latvia  4 

Lithuania  7 

Luxembourg  4 

Hungary  12 

Malta  3 

Netherlands  13 

Austria  10 

Poland  27 

Portugal  12 

Romania  14 

Slovenia  4 

Slovakia  7 

Finland  7 

Sweden  10 

United Kingdom  29 

Total 345 

                                                                                                                                                        

control by Member States of the Commission’s exercise of implementing powers [2011] OJ 

L55/13. 

13
 Consolidated Version of the Treaty on European Union [2010] OJ C83/13, Article 

16(3). 

14
 Protocol (No 36) on transitional provisions [2010] OJ 83/322, Article 3(3). 
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Under the procedures for QMV in force until 31 October 2014, acts based on a proposal from 

the Commission may be adopted if there are at least 255 votes in favour (following the 

weighted voting system described above) representing a majority of the members.
15

 In other 

cases, decisions shall be adopted if there are at least 255 votes in favour representing at least 

two-thirds of the members.
16

 Further elements of the voting procedure are described in the 

TFEU/TEU Protocol No. 36 on transitional provisions, Articles 3(3) and (4). Since the 

Commission proposes most data protection measures, this means that 255 votes are necessary 

to approve a measure and 91 votes are necessary to block it. 

 

From 1 November 2014, QMV shall mean a double majority of at least 55% of the EU 

Member States (i.e., 15 Member States in a Union of 27) and at least 65% of the population.
17

 

A blocking minority must include at least four Member States. However, between November 

2014 and March 2017, any Member State may request that the current weighted voting 

system be applied instead of the new double majority.
18

 

 

Paragraph 1.25 

 

See para 5.135 below regarding a study published by ENISA on EU instruments that have an 

impact on information security issues. 

 

The European Fundamental Rights Agency (FRA) was established in 2007 by a legal act of 

the European Union and is based in Vienna, Austria. The FRA ‘collects data on fundamental 

rights, conducts research and analysis, provides independent advice to policy-makers, 

networks with human rights stakeholders, and finally it develops communication activities to 

disseminate the results of its work and to raise awareness of fundamental rights’.
19

 Data 

protection is one of the FRA’s work areas; for example, the Agency has published a study on 

the role of national data protection authorities.
20

 

 

Paragraph 1.30 

 

                                                 
15

 Ibid. 

16
 Ibid. 

17
 Consolidated Version of the Treaty on European Union [2010] OJ C83/13, 16(4). 

18
 Protocol (No 36) on transitional provisions [2010] OJ 83/322, Art. 3(3). 

19
 <http://fra.europa.eu/fraWebsite/about_fra/what_we_do/what_we_do_en.htm>. 

20
 European Union Agency for Fundamental Rights, ‘Data Protection in the European 

Union: the Role of National Data Protection Authorities’ (2010), 

<http://fra.europa.eu/fraWebsite/attachments/Data-protection_en.pdf>, at 42. See para. 1.33 

below. 
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A study by the European Fundamental Rights Agency found that the DPAs have widely-

varying enforcement powers,
21

 which has led to calls by the European Commission for their 

powers to be harmonized.
22

 

 

Paragraph 1.33 

 

In Case C-518/07 Commission v Germany,
23

 the European Court of Justice held in 2010 that 

by making the authorities responsible for monitoring the processing of personal data by non-

public bodies and undertakings governed by public law which compete on the market 

(öffentlich-rechtliche Wettbewerbsunternehmen) in the different German federal states 

(Länder) subject to State scrutiny, Germany had incorrectly transposed the requirement that 

those authorities perform their functions ‘with complete independence’, and had thus failed to 

fulfill its obligations under the second subparagraph of Article 28(1) of the General Directive. 

This case sets a high threshold for the independence of data protection authorities, and 

indicates that independence of the supervisory authorities is a fundamental principle of 

European data protection law. Article 8(3) of the EU Charter of Fundamental Rights and 

Article 16(2) of the Treaty on the Functioning of the European Union also mandate that data 

protection authorities be independent. 

 

One commentator has noted that ‘funding for enforcement of the European Union’s complex 

and stringent data protection law varies widely within the 27 EU Member States, leading to 

uneven results for businesses across the Continent…’
24

 A study carried out by the European 

Agency for Fundamental Rights found that eleven out of twenty-seven national data 

                                                 
21

 European Union Agency for Fundamental Rights, ‘Data Protection in the European 

Union: the Role of National Data Protection Authorities’ (2010), 

<http://fra.europa.eu/fraWebsite/attachments/Data-protection_en.pdf>, stating as follows at 

42: ‘At the operative level the limited powers of several supervisory agencies is a cause for 

concern. In certain Member States, Data Protection Authorities are not endowed with the full 

range of powers to conduct investigations, effect interventions during data processing 

operations, offer legal advice and engage in legal proceedings as set out in Articles 28(2), (3), 

and (4) of the Data Protection Directive. In Austria, Hungary, and Poland the supervisory 

bodies cannot enforce their decisions warning the data processor/controller to end its 

unlawful conduct. In Belgium and in Germany, it cannot order the blocking, erasure or 

destruction of data, nor can it impose a temporary or definitive ban on processing. In the 

United Kingdom, and France, it cannot enter premises where personal data are processed 

without first obtaining a judicial warrant.’ 

22
 See European Commission, ‘A comprehensive approach on personal data 

protection in the European Union’, COM(2010) 609 final (4 November 2010) 17-18. 

23
 [2010] ECR I-01885.  

24
 L Speer, ‘Variable Funding of EU Privacy Law Means Uneven Enforcement 

Across European Union’ (January 2007) World Data Protection Report 24. 
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protection authorities in the EU Member States were unable to carry out the entirety of their 

tasks because of a lack of financial and human resources.
25

 

 

On 19 November 2007, the President, Vice-President and five other board members of the 

Greek Data Protection Authority resigned over what they considered to be an attack on the 

independence of the Greek DPA.
26

 The resignations were triggered by a decision of the 

Greek Supreme Court to allow certain evidence-gathering by the police, which the DPA felt 

violated the Greek Constitution and the Greek Data Protection Act. 

 

Paragraph 1.35 

 

The Lisbon Treaty has retained the hierarchy of EU legal instruments, namely regulations, 

directives, decisions, recommendations, and opinions.
27

 When the Lisbon Treaty does not 

mandate what type of instrument should be used, it should be selected on a case-by-case 

basis.
28

  

 

Enactment of the Lisbon Treaty and related changes in other instruments has anchored the 

status of data protection as a fundamental human right even more firmly in EU law. In 

particular, data protection is mentioned as a fundamental right in the Charter of Fundamental 

Rights of the European Union,
29

 which, while not incorporated into the Lisbon Treaty, is 

accorded the same legal value as the fundamental treaties upon which the EU is based.
30

 The 

Lisbon Treaty also obliges the EU to join the European Convention on Human Rights 

(ECHR).
31

 This process was being discussed at the time this text was finalised, and gives 

fundamental rights (including data protection) as defined by the ECHR and national 

constitutional traditions the status of general principles of European Union law.
32

 This 

                                                 
25

 European Union Agency for Fundamental Rights, ‘Data Protection in the European 

Union: the Role of National Data Protection Authorities’ (2010), 

<http://fra.europa.eu/fraWebsite/attachments/Data-protection_en.pdf>, at 42. 

26
 See E Martsoukou, ‘Data protection crisis in Greece’ (April 2008) Privacy Laws 

and Business International Newsletter 19. 

27
 Consolidated version of the Treaty on the Functioning of the European Union 

[2010] OJ C83/47, Article 288. 

28
 Craig (n 9), at 250. 

29
 Charter of Fundamental Rights of the European Union [2010] OJ C83/2. It seems 

that Charter rights have only vertical impact (i.e., they can only be asserted against the state). 

See Craig (n 9), at 206. 

30
 Consolidated Version of the Treaty on European Union [2010] OJ C83/13, Article 

6(1). See Craig (n 9), 200. 

31
 Consolidated Version of the Treaty on European Union [2010] OJ C83/13, Article 

6(2). 

32
 Ibid, Article 6(3). 
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strengthening of data protection in the EU human rights context is likely to lead to more court 

actions being brought to enforce data protection rights.
33

 

 

Although data protection is recognised in EU law as a fundamental human right, this does not 

mean that it should always prevail over other important rights and interests. Rather, it means 

that data protection requirements should always adequately be taken into account.
34

 

In a landmark judgment handed down on 27 February 2008, the German Federal 

Constitutional Court placed severe restrictions on the law enforcement monitoring of online 

activities and private computer usage. Finding that monitoring computer use creates even 

greater dangers to privacy than does wiretapping telephone use or bugging private homes 

(since it allows the creation of comprehensive personal profiles), the Court created a new 

fundamental right of computer privacy. While the case applies directly only to law 

enforcement activities, its wide-ranging nature means that it will probably also further limit 

the ability of companies to carry out such activities as monitoring employee computer usage 

and creating customer profiles.
35

 

 

Paragraph 1.37 

 

While the so-called ‘EU Constitution’ never came into force, its successor, the Treaty of 

Lisbon (Lisbon Treaty or Reform Treaty) was signed by the EU Member States on 13 

December 2007, and entered into force on 1 December 2009.
36

 The Lisbon Treaty has 

brought about several important enhancements to the status of data protection in EU law: 

 

 Article 16 of the Treaty on the Functioning of the European Union provides that everyone 

has a right to data protection. This allows EU citizens to invoke the right to data 

protection before a court directly, without the need to rely on implementing legislation. It 

also requires EU and Member State lawmakers to take data protection into account when 

proposing and enacting legislation. 

 The Lisbon Treaty eliminates the EU’s ‘pillar’ structure, and thus requires that the same 

basic legal protections should apply to all types of data processing (including data 

processing in the context of law enforcement activities).
37

 This need to replace the pillar 

structure is one of the major reasons that the European Commission decided to review 

and revise the EU framework for data protection in 2010. 

                                                 
33

 Craig (n 9), at 243. 

34
 European Data Protection Supervisor, ‘Opinion of the European Data Protection 

Supervisor on the Communication from the Commission to the European Parliament, the 

Council, the Economic and Social Committee and the Committee of the Regions - "A 

comprehensive approach on personal data protection in the European Union"’ (14 January 

2011), at para. 29. 

35
 Bundesverfassungsgericht, Urteil vom 27. Februar 2008, 1 BvR 370/07 und 595/07. 

36
 Treaty of Lisbon amending the Treaty on European Union and the Treaty 

establishing the European Community [2007] OJ C306/1. 

37
 See Article 16(2) of the Treaty on the Functioning of the European Union. 
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 The Treaty increases oversight of and participation in data protection policymaking by the 

European Parliament. 

 Data protection is mentioned as a fundamental right in the Charter of Fundamental Rights 

of the European Union,
38

 which, while not incorporated into the Lisbon Treaty, is 

accorded the same legal value as the fundamental treaties upon which the EU is based.
39

 

 The Lisbon Treaty also obliges the EU to join the European Convention on Human 

Rights.
40

 

 

All of these factors mean that data protection rights are more firmly anchored in European 

law, the scrutiny of data processing by courts and regulators has become more stringent, and 

the implications of violating data protection law are more severe than before the Lisbon 

Treaty was enacted. 

 

Paragraph 1.43 

 

The entry into force of the Lisbon Treaty also means that the EU ‘pillar’ structure, and the 

exemption of data processing for law enforcement, national security, and similar purposes 

must come to an end, and data processing for such purposes must be covered by a legal 

framework that is consistent with the data protection framework in other sectors.
41

 

 

Paragraphs 1.44-1.45 

 

Following intense negotiations between the EU and the US that featured various legal 

challenges and political disagreements, the European Parliament and the Council of Ministers 

finally approved an agreement reached with the US government in 2012 allowing transfer of 

PNR data to US authorities, conditioned on the US observing certain protections for the data 

based on EU data protection law.
42

 

                                                 
38

 Charter of Fundamental Rights of the European Union [2010] OJ C83/2. It seems 

that Charter rights have only vertical impact (i.e., they can only be asserted against the state). 

See Craig (n 9), at 206. 

39
 Consolidated Version of the Treaty on European Union [2010] OJ C83/13, Article 

6(1). See Craig (n 9), 200. 

40
 Consolidated Version of the Treaty on European Union [2010] OJ C83/13, Article 

6(2). 

41
 The Lisbon Treaty does not require that data processing for law enforcement 

purposes be covered by the same instrument that covers other sectors, as long as the rules for 

the various sectors are consistent. See Declaration on Article 16(9) of the Treaty on European 

Union concerning the European Council decision on the exercise of the Presidency of the 

Council, [2010] OJ C/83/341, at paras. 20-21; Peter Hustinx, ‘Data Protection in the Light of 

the Lisbon Treaty and the Consequences for Present Regulation’, 8 June 2009, 

<http://www.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/EDPS/Publi

cations/Speeches/2009/09-06-08_Berlin_DP_Lisbon_Treaty_EN.pdf>, at 9.  

42
 Agreement between the United States of America and the European Union on the use and 

transfer of Passenger Name Records to the United States Department of Homeland Security 
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Paragraph 1.46 

 

In 2008 the European Council adopted a framework decision on the protection of personal 

data processed in the framework of police and judicial cooperation in criminal matters.
43

 

However, the Lisbon Treaty obliges the EU to enact a new instrument covering such sectors 

with the participation of the European Parliament;
44

 discussions regarding such an instrument 

had not been concluded at the time this text was finalized. 

 

Paragraph 1.47 

 

In the case Case C-73/07 Satakunnan, Markkinapörssi and Satamedia,
45

 the European Court 

of Justice found that the exemption of data processing ‘by a natural person in the course of a 

purely personal or household activity’ within Article 3(2) of the General Directive only 

relates to ‘activities which are carried out in the course of private or family life of 

individuals’. Thus, the Court found that the exemption did not apply to activities of private 

companies that were intended to make the data collected accessible to an unrestricted number 

of people. 

 

Paragraph 1.49 

 

The Directive on Electronic Communications was substantially amended in 2009. The new, 

amended version of the Directive will hereinafter be referred to as the ‘e-Privacy Directive’.
46

  

 

The following are some of the main amendments of the e-Privacy Directive: 

 

 Definitions and Scope: The amended e-Privacy Directive includes a definition of 

‘personal data breaches’,
47

 and explicitly includes in its scope the processing of personal 

                                                                                                                                                        

(DHS), 8 December 2011. The Agreement entered into force on 1 June 2012, see 

<http://www.consilium.europa.eu/uedocs/cms_data/docs/pressdata/en/jha/129806.pdf>. 

43
 Council Framework Decision 2008/977/JHA of 27 November 2008 on the 

protection of personal data processed in the framework of police and judicial cooperation in 

criminal matters, [2008] OJ L350/60. 

44
 Consolidated version of the Treaty on the Functioning of the European Union 

[2010] OJ C83/47, Article 16(2). 

45
 [2008] ECR I-09831, para. 44. 

46
 Directive (EC) 2002/58 of the European Parliament and of the Council of 12 July 

2002 concerning the processing of personal data and the protection of privacy in the 

electronic communications sector [2002] OJ L201/37, amended by Directive 2009/136/EC of 

the European Parliament and of the Council of 25 November 2009 [2009] OJ L337/11. 

47
 Article 2 lit. (i): ‘personal data breach’ means a breach of security leading to the 

accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to, 

personal data transmitted, stored or otherwise processed in connection with the provision of a 

publicly available electronic communications service in the Community. 
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data in connection with ‘communications networks supporting data collection and 

identification devices’.
48

 

 

 Security measures: A minimum content of security measures is required, which includes 

(1) protections against unauthorized access; (2) protections against accidental or unlawful 

destruction, accidental loss or alteration, and unauthorized or unlawful storage, 

processing, access or disclosure; and (3) the implementation of a security policy with 

respect to the processing of personal data. In addition, national DPAs should be able to 

audit the implemented security measures and issue recommendations and best practices.
49

 

 

 Breach notification: The new legal framework provides for a mandatory data breach 

notification system. Telecommunications and Internet service providers (ISPs) are 

required to notify data security breaches to the competent DPA and in some cases also to 

affected individuals without undue delay. Notification to individuals is required when the 

data breach is expected to adversely affect the personal data of individuals and should at 

least mention the nature of the data breach, relevant contact information and recommend 

measures to mitigate possible adverse effects. Notification to the DPA should, in addition, 

describe the consequences of the breach and the steps taken by the provider to address the 

breach. The provider may be exempted from the obligation to notify individuals if it can 

demonstrate to the satisfaction of the competent DPA that it had implemented appropriate 

technological measures to protect the data and that those measures were applied to the 

data concerned by the security breach. Further, providers should maintain an inventory of 

personal data breaches mentioning the facts of the breach, its effects, and the remedial 

actions taken. DPAs may issue guidelines and instructions concerning the circumstances 

in which the notification is to be made, audit the level of compliance, and impose 

sanctions.
50

 As of the date this text was finalized, there was a legislative proposal for 

extending data breach notifications to all sectors involving the processing of personal 

data.
51

 

 

 Cookies and Spyware: Explicit informed consent (opt-in
52

) is required for the collection 

of user information through cookies and spyware. The use of electronic communications 

networks to store information or to gain access to information stored in the terminal 

equipment, such as a user’s computer or other device, is only allowed if the user has 

given his or her consent, after being provided with clear and comprehensive information 

about the purposes of the processing. Exceptions from the opt-in requirement are 

provided for cookies used for the sole purpose of carrying out the transmission of a 

                                                 
48

 Article 3. 

49
 Article 4(1a). 

50
 Article 4(3)(4). 

51
 Proposal for a Regulation of the European Parliament and of the Council on the 

protection of individuals with regard to the processing of personal data and on the free 

movement of such data (General Data Protection Regulation), COM(2012) 11 final, (Articles 

31-32). 

52
 See Article 29 Working Party, Opinion 2/2010 on behavioural advertising (WP 171, 

22 June 2010). 
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communication over an electronic communications network, and those which are strictly 

necessary to provide a service explicitly requested by the user.
53

 The Article 29 Working 

Party has provided examples of exempted cookies (such as load balancing cookies; 

session-id cookies; non-persistent login cookies; language preference cookies; user 

security cookies; social plug-in content sharing cookies; and flash cookies used for the 

playback of media content) on condition that they are used for one browser session and 

do not collect additional information.
54

 Further, Article 29 Working Party believes that 

opt-out should be sufficient for first party analytics cookies used for anonymized and 

aggregated statistical purposes.
55

 The methods for giving information and requesting 

consent should be made as user-friendly as possible and where it is technically possible 

consent may be expressed by adjusting the browser settings.
56

 

 

 Marketing: Prior consent is required for the use of traffic data for marketing purposes.
57

 

 

 Direct marketing and spam: The consent requirements in the context of direct marketing 

have remained unchanged in substance, namely that (1) prior opt-in consent is required 

for unsolicited direct marketing communications via telephone, e-mail, and fax; while (2) 

opt-out is acceptable only for direct marketing per e-mail and only for one’s own similar 

products or services to existing customers.
58

 However, the new legal framework has 

strengthened the enforcement opportunities in the context of direct marketing. For 

example, any natural or legal person, including ISPs, adversely affected by the breach of 

the direct marketing rules is given the possibility to bring legal proceedings against 

infringers or spammers. In addition, providers may become liable, if they contribute by 

their negligence to such infringements.
59

 

 

 Requests for access to data: Providers should implement internal procedures for 

responding to requests for access to users' personal data made by law enforcement 

authorities in the context of criminal offences. Upon request, providers should provide the 

competent DPA with information about these procedures, the number of requests 

received, the legal justification invoked, and their response.
60

 

 

                                                 
53

 Article 5(3). 

54
 Article 29 Working Party, Opinion 4/2012 on cookie consent exception (WP 194, 7 

June 2012). 

55
 Ibid. 

56
 Recital 66 of Directive 2009/136/EC amending the Directive on Electronic 

Communications. 

57
 Article 6(3). 

58
 Article 13(1)(2). 

59
 Article 13(6). 

60
 Article 15(1b). 
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 Enforcement: Specific enforcement clauses have been introduced. Member States are 

required (1) to lay down provisions on penalties, including criminal sanctions, and to 

communicate them to the European Commission; and (2) to ensure that DPAs are given 

the power to order the cessation of infringements and to obtain any relevant information 

in the context of investigations.
61

 Further, DPAs may adopt measures to ensure cross-

border cooperation between DPAs in the enforcement of the relevant national laws.
62

 

 

Paragraph 1.51 

 

The interplay between the two directives can be complex, but also highly significant in 

practice, as is demonstrated by the European Court of Justice’s decision in Case C-275/06 

Promusicae.
63

 In her opinion, Advocate General Kokott had found that the grounds for data 

processing mentioned in Article 13(1)(g) of the General Directive 95/46 (i.e., ‘the protection 

of the data subject or of the rights and freedoms of others’) were applicable in the electronic 

communications sector only in so far as they are expressly included in Article 15(1) of the e-

Privacy Directive, and that since these grounds do not appear in Article 15(1), there were no 

legal grounds for data processing in the case at issue.
64

 However, in its opinion, the Court 

noted that Article 15(1) of the e-Privacy Directive includes the phrase ‘as referred to in 

Article 13(1) of Directive 95/46/EC’ following a list of possible legal bases for data 

processing, and that this reference ‘must be interpreted as expressing the Community 

legislature’s intention not to exclude from their scope the protection of the right to property 

or situations in which authors seek to obtain that protection in civil proceedings’.
65

 

 

Paragraph 1.54 

 

On 18 April 2011, the European Commission adopted an evaluation report on the Data 

Retention Directive.
66

 The report follows a lengthy evaluation procedure launched in 2009, 

which also includes a report issued by the Article 29 Working Party in July 2010.
67

 Despite 

strong criticism by civil society organisations on the grounds that data retention violates 

                                                 
61

 Article 15a(1)(2)(3). 

62
 Article 15a(4). 

63
 [2008] ECR I-271. 

64
 [2008] ECR I-00271, paras. 85-89. 

65
 [2008] ECR I-271, para. 53. 

66
 Report from the Commission to the Council and the European Parliament--

Evaluation report on the Data Retention Directive (Directive 2006/24/EC), COM(2011) 225 

final. 

67
 Article 29 Working Party, ‘Report 01/2010 on the second joint enforcement action: 

Compliance at national level of Telecom Providers and ISPs with the obligations required 

from national traffic data retention legislation on the legal basis of articles 6 and 9 of the e-

Privacy Directive 2002/58/EC and the Data Retention Directive 2006/24/EC amending the e-

Privacy Directive’ (WP 172, 13 July 2010). 
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fundamental rights, the evaluation report concludes that data retention is valuable for the 

important role it plays in combating serious crime in Europe. The Commission 

acknowledges, however, that the Data Retention Directive has not been implemented in a 

harmonized way among the Member States, and that additional measures regarding access to 

data and further use of data are necessary to ensure compliance with privacy rights and data 

protection. 

 

The evaluation report also highlights the following key areas of improvement that the 

Commission will focus on in its proposal to revise the current data retention framework, 

namely: 

 

 limiting the purpose of the Data Retention Directive (including defining ‘serious crime’); 

 harmonizing and possibly shortening data retention periods; 

 limiting the number of authorities having access to data and ensuring independent 

supervision of access requests; 

 narrowing the categories of data to be retained; 

 providing guidance on technical and organizational security measures for access to data; 

 providing guidance on data usage to prevent data mining; 

 providing consistent reimbursement for operators; 

 developing feasible procedures for Member States to provide statistics for future 

evaluations. 

 

Furthermore, the report calls for clarification with regard to the legal relationship between the 

Data Retention Directive and Article 15 of the e-Privacy Directive, which allows for similar 

optional retention measures and continues to cause legal uncertainty. Finally, the 

Commission is committed to ensuring that any future data retention proposal respects the 

principle of proportionality by not going beyond what is necessary to combat serious crime 

and terrorism, and it will examine how, and in what ways, data preservation (also referred to 

as ‘quick freeze’) might complement data retention. 

 

On 31 May 2011 the European Data Protection Supervisor (EDPS) adopted an Opinion on 

the Commission’s evaluation report on the Data Retention Directive in which he concluded 

that the Data Retention Directive does not satisfy EU data protection requirements.
68

 The key 

points of the Opinion can be summarized as follows: 

 

 Further investigation of the necessity of data retention as such is required. The EDPS 

called on the Commission to examine whether less privacy-intrusive measures such as 

data preservation (‘quick freeze’) could serve as an alternative. 

 A future Data Retention Directive should be exhaustive. The loophole of Art. 15 of the e-

Privacy Directive, which currently allows Member States to use retained data also for 

other purposes, should close. 

 The Lisbon Treaty now gives the opportunity to regulate previously unregulated issues 

which fell under the third pillar (law enforcement cooperation). This applies especially to 

                                                 
68

 Opinion of the European Data Protection Supervisor on the Evaluation report from 

the Commission to the Council and the European Parliament on the Data Retention Directive 

(Directive 2006/24/EC), 31 May 2011. 
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access to and further use of the data by competent authorities. Regulating this area should 

be considered inseparable from the obligation to retain data. 

 

Paragraph 1.56 

 

Constitutional court decisions in three Member States have annulled the laws transposing the 

Data Retention Directive into their respective jurisdictions on the basis that they were 

unconstitutional: 

 

Czech Republic: ÚS 24/10, 94/2011 Coll., 31 March 2011. The Czech Constitutional Court 

annulled the transposing legislation on the basis that it was insufficiently precise and clear in 

its formulation, especially as regards the purpose limitation and scope of the data retention 

requirement, the ‘competent authorities’ which can access and use retained data, the 

procedures for such access and use, and the guarantees and safeguards against possible 

abuses of power by public authorities. In a more recent holding of 4 January 2012 (ÚS 

42/11), the Czech Constitutional Court found the procedure of obtaining data stored on the 

basis of the data retention legislation to be vague and disproportionate, and thus 

unconstitutional. 

 

Germany: BvR 256/08, 1 BvR 263/08, 1 BvR 586/08, 2 March 2010. The German Federal 

Constitutional Court found the implementing legislation to be unconstitutional. It thus held 

the implementing articles of the German Telecommunication Act (Art. 113a-b 

Telekommunikationsgesetz - TKG) partially void and the use of retained data in criminal 

proceeding (pursuant to Section 100g, Subsection 1 Criminal Procedure Code - 

Strafprozessordnung - StPO) unconstitutional. In addition, the Court ordered the destruction 

of the traffic and location data retained so far.  

 

The complainants had alleged that the retention of telecom data infringed the secrecy of 

telecommunications as set forth in Article 10, Section 1 of the German Basic Law 

(Grundgesetz), the right of informational self-determination (meaning the capacity of 

individuals to determine the disclosure and the use of their personal data), and the principle of 

proportionality. The Court held that a storage obligation of six months, as provided in the 

German implementing legislation, is not in itself incompatible with Article 10 of the Basic 

Law, but that this obligation, as it was structured, violated the principle of proportionality. 

The Court thus partially annulled the implementing legislation, but did not question the 

validity of the Data Retention Directive. 

 

The Court stated that the contested legislation failed to define the purpose and use of retained 

data sufficiently, did not guarantee sufficient security for it, and did not include adequate 

guarantees against misuse of data. The Court also formulated specific criteria for 

implementing legislation in order for it to comply with the principle of proportionality: 

 

 Telecommunications data should be collected and retained only for specific and exclusive 

purposes. An exhaustive list of criminal offences should be provided. The storage of 

telecommunications traffic as a precaution is allowable only in exceptional 

circumstances. 

 The retrieval of data may be permitted only in case of suspicion of a criminal offence, 

based on specific facts. Retrieval of data for preventing danger may only be permitted if 

there is sufficient evidence of a concrete danger to the life, limb, or freedom of a person, 

or to the existence or the security of the Federal Government or of a Land (federal state). 
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 Persons to whom a request for data retrieval applies should, in principle, be informed, at 

least subsequently. Secret use of data should be possible only in individual cases and as 

ordered by the court.  

 Strong security measures must be used to protect the data. 

 

Romania: Decision No. 1258 regarding the unconstitutionality of the provisions of Law No. 

298/2008 implementing the Data Retention Directive, 8 October 2009. The Romanian 

Constitutional Court accepted that interference with fundamental rights may be permitted 

where it respects certain rules, and provides adequate and sufficient safeguards to protect 

against potential arbitrary state action. However, drawing on case law of the European Court 

of Human Rights, the Court found the implementing legislation to be ambiguous in its scope 

and purpose and to contain insufficient safeguards, and thus held that a ‘continuous legal 

obligation’ to retain all traffic data for six months was incompatible with the rights to privacy 

and freedom of expression as set forth in Article 8 of the European Convention on Human 

Rights. 

 

Courts in Bulgaria,
69

 Cyprus,
70

 and Hungary
71

 have also expressed reservations about the 

legality of legislation to implement the Data Retention Directive. With Austria and Sweden 

passing data retention laws in 2012, at the time this text was finalized, the Directive had not 

yet been fully implemented in Belgium, while the Czech Republic, Germany, and Romania 

had not yet replaced the legislation which had been declared void by their constitutional 

courts.  

 

Paragraph 1.57 

 

EU Regulation 45/2001
72

 is also of importance, even though it applies solely to the EU 

institutions and not to the private sector. The Regulation lays down the same data protection 

                                                 
69

 On 11 December 2008, the Bulgarian Supreme Administrative Court (Decision No. 

13627) annulled Article 5 of the Bulgarian Regulation No. 40 implementing the Data 

Retention Directive. However, the Directive has since been implemented in Bulgaria through 

the Law on Electronic Communications, which applies a retention period of 12 months. 

70
 On 1 February, 2011, the Cyprus Supreme Court (Appeal Case Nos. 65/2009, 

78/2009, 82/2009, and 15/2010-22/2010, 1 February 2011) held that specific court orders for 

disclosing telephone numbers and calls to police forces, which have been issued on the basis 

of the provisions of Law 183 (I)/2007 on disclosure of telecommunications data, were 

unlawful. The court considered that the articles in question go beyond the provisions of the 

Directive, were illegal, and should thus be annulled. It is unclear how this decision will affect 

the Law and its application. 

71
 At the time this text was finalized, a constitutional complaint based on 

implementation of the Data Retention Directive was pending before the Hungarian 

Constitutional Court. The complaint was filed by the Hungarian Civil Liberties Union on 2 
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data by the Community, institutions, and bodies and on the free movement of such data 

[2001] OJ L8/1. 
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rights and obligations for the EU institutions as does the General Directive. The European 

Court of Justice has interpreted the Regulation,
73

 and its application can thus hold important 

lessons also for those entities that are not subject to it. 

 

In 2008 the European Council adopted a framework decision on the protection of personal 

data processed in the framework of police and judicial cooperation in criminal matters.
74

 

However, the Lisbon Treaty obligates the EU to enact a new instrument covering such sectors 

with participation of the European Parliament;
75

 at the time this text was finalized, the 

European Commission had proposed to replace the framework decision by a Directive setting 

out rules on the protection of personal data processed for law enforcement purposes.
76

 

 

Paragraph 1.66 

 

The European Commission has also referred the government of Austria to the European 

Court of Justice for the lack of an independent data protection authority as required in the 

General Directive.
77

 

 

Paragraph 1.68 

 

EU regulations have vertical direct effect (i.e., they are binding against the state). It seems 

that articles of the Lisbon Treaty have both horizontal direct effect (i.e., they are binding also 

against private parties) and vertical direct effect.
78

 Directives can have vertical but not 

horizontal direct effect (though similar results may be produced by legal doctrines such as 

indirect effect).
79
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74
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Paragraph 1.69 

 

Under Article 18 of the Directive on Electronic Communications, the Commission was to 

submit to the European Parliament and the Council no later than 31 October 2006 a report on 

application of the Directive, possibly including proposals to amend the Directive. On 13 

November 2007, the Commission adopted a proposal to amend certain directives of the EU 

telecoms package, including the Directive on Privacy and Electronic Communications.
80

 The 

Directive on Electronic Communications was amended in late 2009, and the amended version 

was supposed to have been implemented by the Member States no later than 25 May 2011;
81

 

the revised Directive is discussed in more detail above.
82

 

 

Paragraph 1.70 

 

On 2 May 2007, the European Commission adopted a communication identifying the benefits 

of Privacy Enhancing Technologies (PETs) and laying down the Commission’s objectives in 

this field, to be achieved by a number of specific actions supporting the development of PETs 

and their use by data controllers and consumers.
83

 

 

Paragraph 1.74 

 

On 16 February 2007, the DPA of the German federal state of Schleswig-Holstein awarded 

its privacy seal to the Windows online update procedure of Microsoft.
84

 

 

Paragraph 1.76 

 

The Lisbon Treaty rejected the terminological changes that the ill-fated European 

Constitution would have adopted, and retains the division of legislative acts into the 

categories of regulations, directives, and decisions. The exact procedural steps are provided 

in the relevant Treaty article upon which a legislative proposal is based, to which it is always 

                                                 
80
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necessary to refer. The General Directive and the e-Privacy Directive were both based on 

Article 251 of the Treaty of Amsterdam, which was also known as the ‘co-decision’ 

procedure. The successor to Article 251 is Article 294 of the Treaty on the Functioning of the 

European Union, which contains the so-called ‘ordinary legislative procedure’, which is used 

for most types of legislative acts under the Lisbon Treaty
85

 and is presumably the article 

under which most legislative instruments of data protection law will be enacted. The 

procedural steps of the ordinary legislative procedure are quite similar to those under the 

former co-decision procedure, and can be generally described as follows (the following is a 

simplified description of the procedures):
86

 

 

 The Commission submits a proposal to the European Parliament (EP) and the Council. 

The EP then considers the proposal and gives its opinion on it in two ‘readings’. The first 

reading, which has no time limit, results in the EP voting on a report proposed by the 

relevant EP Committee, which is then submitted to the Council and constitutes the EP 

position. If the Council accepts the EP position, then it is adopted; the Commission may 

amend its proposal at any time prior to the Council’s adoption. If the Council does not 

agree with the EP position, then it states so in a reasoned opinion. 

 The proposal then moves to the second reading, which is brokered by the relevant 

committee of the EP, and which can take up to three months. At this stage the EP has 

three options: 1) it can approve the Council’s position or take no action, in which case the 

Council’s position is adopted; 2) it may reject the position by a majority of its members, 

in which the act is not adopted; or 3) it may propose amendments to the Council’s 

position by a majority of its members. The amended text is then forwarded to the Council 

and Commission, and the Council has three months to approve the EP’s amendments. If it 

does approve them, then the text is adopted, or it may not approve them. 

 If the Council does not approve the EP’s text after the second reading, then a Conciliation 

Committee is invoked, comprised of equal numbers from the EP and the Council and with 

the participation of the Commission. If the EP and the Council cannot agree on a joint 

text after six weeks, then the act is not adopted. If agreement is reached, then the agreed 

text must still be approved by the EP and the Council within six weeks or it is not 

adopted. 

 

The ordinary legislative procedure can take several years to complete. The Lisbon Treaty also 

provides for a special legislative procedure in cases where this is required by a particular 

article of the Treaty. 

 

With regard to decisions of the Article 31 Committee, the Lisbon Treaty has brought about 

changes to the so-called comitology committees,
87

 and in 2011 a new Regulation also took 

force to reform their functioning.
88

 Under the Regulation, implementing acts decided by such 
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86
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committees are divided into ‘advisory’ and ‘examination’ procedures; decisions by the 

Article 31 Committee will presumably be considered to fall under the examination procedure, 

since approval of the Committee is mandatory before the Commission can take certain 

actions.
89

 Under the new procedures, the proposed Commission action can be taken if the 

Committee delivers a positive opinion, but not if it delivers a negative one.
90

 The majorities 

needed to pass a measure in the Committee are governed by the qualified majority voting 

requirements discussed above.
91

 

 

The Lisbon Treaty also grants the Commission enhanced powers to enact binding decisions.
92

 

It is possible that the Commission may make use of this power in the scope of amending the 

EU legal framework for data protection.
93

 

 

Paragraph 1.77 

 

The European Convention on Human Rights (ECHR) is of fundamental importance for 

understanding and interpreting EU data protection law. The European Court of Justice has 

always regarded the ECHR as an important source for its jurisprudence on human rights,
94

 

and the European Charter of Fundamental Rights states that rights under the Charter that 

correspond to rights under the ECHR (such as data protection) should be given the same 

scope and meaning as in the Convention
95

 (with the caveat that EU law can provide more 

extensive protection).
96

 Thus, for all intents and purposes the ECHR (including interpretation 

of it by the European Court of Human Rights) is binding with regard to interpretation of EU 

data protection law, regardless of when the EU actually accedes to the Convention. Some 

rulings of the ECHR are of fundamental importance in the private sector. For example, the 
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European Court of Human Rights has ruled that the ECHR applies to data processing in the 

workplace.
97

 

 

Council of Europe Convention 108 underlies Article 8 of the European Convention on 

Human Rights, and thus provides a further important foundation for European data protection 

law. For example, Article 8 of the European Convention on Human Rights probably includes 

the obligation to give effect to the provisions of Convention 108.
98

 In addition, the European 

Union and the European data protection authorities work closely with the Council of Europe 

in the area of data protection, and the EU has committed to ensure that its law is consistent 

with the relevant conventions of the Council of Europe (though European law may provide 

more extensive protection).
99

 The Convention 108 is written at a higher level than the EU 

data protection directives, but its provisions mirror the main principles and protections 

contained in them. The Convention is not directly applicable against private parties, but 

obligates the States that are parties to it to implement in their law the protections that it 

contains.
100

 The Council of Europe is currently reviewing Convention 108,
101

 with a view to 

amending it and possibly making it a global standard for data protection.
102

 

 

Paragraph 1.78 

 

The OECD is a major forum for discussion of data protection and privacy issues on a global 

level. The organisation is currently reviewing its Privacy Guidelines with a view to deciding 

whether to amend them. 

 

Paragraph 1.80 

 

An ad hoc group convened by the Spanish Data Protection Authority and comprised of 

representatives of data protection regulators, business, academia, and civil society groups 
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from over 50 countries published, on 5 November 2009, a document which sets forth 

standards for data protection and privacy on a global scale.
103

 While not legally binding, the 

so-called ‘Madrid Resolution’ has proved increasingly influential. 

 

Paragraph 1.81 

 

As both the European Court of Justice
104

 and the European Court of Human Rights
105

 have 

decided, data protection law applies irrespective of whether an individual has suffered any 

damage or harm. This is in contrast to privacy law in non-European jurisdictions, some of 

which may apply a ‘harm’ requirement.
106

 However, while the existence of harm is not a 

prerequisite for the application of European data protection law, in enforcing the law the 

DPAs will often give priority to cases where significant harm has occurred. 

 

Paragraph 1.82 

 

On 20 June 2007, the Article 29 Working Party published a report on its first joint 

enforcement action.
107

 The action included a joint investigation of data controllers in the 

private health insurance sector carried out by the DPAs of Austria, Belgium, Cyprus, the 

Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, 

Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, the Netherlands, Norway, Poland, 
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Portugal, Slovenia, the Slovak Republic, Spain, Sweden, and the United Kingdom.
108

 The 

investigation lasted thirteen months, and the Working Party found the results to be ‘positive’, 

noting that ‘one can assume that, in general, the processing of personal data by the private 

health insurance companies is in compliance with the principles and provisions laid down in 

Directive 95/46/EC on the protection of personal data’.
109

 At the same time, the Working 

Party announced its intention to carry out further such joint investigations, noting that they 

should ‘become more like true audit actions, which require the power to directly verify the 

truthfulness of responses. It is furthermore necessary to institute random checks on the 

selected data controllers as an integral part of such investigations’.
110

 The Working Party also 

noted that the sectors to be examined in such audits would be selected based on an 

assessment of the data protection risks the sector poses, and the advantages of undertaking 

co-ordinated action at a European level.
111

 

 

On 28 June 2007, the United States Department of the Treasury issued various 

representations describing controls and safeguards that the Treasury commits to use in 

accessing the SWIFT database.
112

 In a joint letter in reply, the European Commission and the 

Council of the European Union stated that ‘Once SWIFT and the financial institutions 

making use of its services have completed the necessary arrangements to respect EC law, in 

particular through the provision of information, that personal data will be transferred for 

commercial purposes to the United States and, as regards SWIFT, the respect of the ‘Safe 

Harbour [sic]’ principles, subject to lawful access by the US Treasury Department, SWIFT 

and the said financial institutions will be in compliance with their respective legal 

responsibilities under European data protection law.’
113

 

 

Paragraph 1.88 

 

On 15 June 2007, SWIFT announced that it would change the architecture of its data 

processing system so that intra-European data would be stored only in Europe (rather than in 

the US as was previously the case).
114

 While, strictly speaking, this cannot be considered an 

‘enforcement action’, the change of architecture does demonstrate how EU data protection 

law can influence business decisions.  On 1 August 2010, the EU-US Agreement ‘on the 

processing and transfer of financial messaging data from the EU to the US for purposes of the 
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Terrorist Finance Tracking Program’ entered into force (the so-called TFTP or SWIFT 

Agreement).
115

 The Agreement allows the transfer of European financial messaging data 

from designated providers (SWIFT is a designee) to the United States Department of 

Treasury upon request for the purpose of anti-terrorism investigations in the context of the 

US Treasury Department's Terrorist Finance Tracking Programme (TFTP). US Treasury 

requests relating to Single Euro Payments Area (SEPA) data do not fall within the scope of this 

Agreement. The Agreement has been the subject of controversy in the European 

policymaking circles. On 11 February 2010, the European Parliament rejected an initial 

proposal for an interim TFTP Agreement and requested negotiations for a long term 

Agreement with improved data protection safeguards. On 8 July 2010, a reworked proposal 

was approved by the European Parliament, although the European Data Protection Supervisor 

had been calling for further data protection improvements.
116

  

 

Paragraph 1.92 

 

On 25 January 2012, the European Commission proposed a General Data Protection 

Regulation
117

 that would replace the General Directive. The Proposed Regulation would 

remake the data protection landscape in Europe by introducing far-reaching changes such as 

the following:  

 

 The law would be largely harmonized among the EU Member States, so that the 

provisions of the Regulation would apply EU-wide. 

 Companies with operations in multiple EU Member States would be subject to the 

jurisdiction of a single data protection authority, and the jurisdictional rules over data 

controllers outside the EU would be changed. 

 The use of consent for legitimizing data processing would be significantly restricted. 
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 Certain bureaucratic requirements, such as notification of data processing to the data 

protection authorities (DPAs), would be eliminated, but other ones (such as to maintain 

extensive internal documentation about data processing) would be introduced. 

 Companies with more than 250 employees would have to appoint a data protection 

officer. 

 A number of new fundamental rights (such as the “right to be forgotten”) would be 

introduced, as would requirements to use data protection “by design” and “by default”. 

 Data security breaches would have to be notified to regulators and to affected individuals. 

 There would be some simplification of the procedures for transferring personal data 

outside the EU. 

 Independence of the DPAs would be strengthened, and they would receive enhanced 

resources and enforcement powers, but much policymaking power would shift from the 

Member States to the European Commission. 

 Administrative fines for data protection violations could reach up to 2% of a company’s 

annual worldwide income. 

 

These are just a few changes of greatest interest to companies. The proposal is now in the EU 

legislative process, and it is uncertain when it will be enacted, or what changes may be made 

to it. 

 

Paragraph 1.93 

 

As the EDPS has emphasised, a lack of harmonization in the law can also undermine 

protection of individuals.
118

 

 

Paragraph 1.94 

 

Sweden has gone the furthest in taking into account in its regulatory framework the criticisms 

that have been made of data protection law. In amendments to the Swedish Personal Data 

Protection Act that entered into force on 1 January 2007, the Act was made inapplicable to 

unstructured data sets, except in cases where personal integrity is violated. The exemptions to 

notifying data processing to the data protection authority were also expanded. These changes 

will likely make it easier for data controllers to operate in Sweden. 

 

Paragraph 1.97 
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On 7 March 2007, the European Commission adopted a communication on the work program 

for better implementation of the General Directive which the Commission had adopted in 

2003.
119

 In its Communication, the Commission concluded that implementation of the 

Directive had improved, although some Member States had still not properly implemented 

it.
120

 The Commission also stated that the Directive should not be amended.
121

 Finally, the 

Commission noted several areas where it would work to improve implementation of the 

Directive, including the following: (1) continuing to work with Member States to ensure 

improved implementation; (2) producing interpretative communications on some provisions 

of the Directive; (3) encouraging all actors to reduce national divergences in implementation; 

(4) reviewing the impact of new technologies on data protection; and (5) dealing with the 

challenges posed by the demand for data processing based on public interest, particularly 

relating to law enforcement. On 25 July 2007, the European Data Protection Supervisor 

issued an opinion on the Commission’s Communication which supported the Commission’s 

conclusion that the Directive should not be amended at this time, but which seemed to see a 

more urgent need to improve its implementation by the Member States.
122

 In particular, the 

EDPS emphasized the importance of: (1) full implementation of the Directive; (2) 

considering the impact of technological developments on the Directive; (3) having a global 

perspective and further developing rules on international data transfers; (4) ensuring that 

personal data are protected despite law enforcement demands; (5) adopting more sectoral data 

protection legislation (for example, regarding RFID); (6) greater use of infringement 

procedures against the Member States; (7) encouraging the use of interpretative 

communications by the Commission to clarify important questions; (8) enhancing the use of 

non-binding instruments to increase compliance, such as privacy seals; and (9) better defining 

the role of institutional actors, in particular the Article 29 Working Party. 
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